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The use of uncontrolled computer peripheral devices, or 
products that have been manipulated or tampered with, 
exposes organizations to huge cyber-risks of data theft 

and network infections

INFECTED PERIPHERAL DEVICES

BACKGROUND

As part of an academic security 
research that included the scanning 
of repositories of files, researches 
came across classified operational 
documents that belonged to a large 
US based natural gas utility operator. 
When approached by the 
researchers, the utilities’ security 
team was surprised to discover that 
the documents were authentic and 
that there was no internal evidence 
that they had been taken out.
The network containing the stolen 
documents was air-gapped, so there 
was no possibility that they were 
leaked through the Internet.  

The use of all removable media was 
strictly blocked so the option that 
someone had saved a copy of the 
document and taken out was also 
ruled out.
The investigation concluded that the 
internal critical network was no 
longer air-gapped and that it had 
been breached. The network was, 
therefore not only vulnerable to 
exfiltration but also injection and 
sabotage.
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Incident 
Flow

Through an exhaustive and time consuming physical examination 
of the network, a maliciously altered USB mouse was discovered. 
 The make and model of the mouse was identical to the other 
devices in the organizations and as USB peripheral devices were not 
monitored before this incident, it was not possible to know when or 
by whom it was first plugged into the computer. 
 
When plugged in, the infected device was detected by the host PC as 
a combination of a fully functional mouse and an HID keyboard - 
USB Class 3, Subclass 1, Protocol 1.  Using keyboard emulation, the 
HID interface quickly “typed” a PowerShell script, which built and 
executed a covert channel communication stack. 
Using the infected mouse’s wireless interface, it created an out of 
band connection to bypass the air-gap.  Although a keyboard is 
viewed primarily as an input device, it is important to remember, 
that the bidirectional communication channel for controlling 
keyboard functionality can also be used to exfiltrate data from an 
enterprise.
 

Attack Tools 
That Were
Involved

A specifically crafted USB attack tool was created based on an 
original Microsoft model 1113 OEM mouse.
The casing was opened, and a miniature USB hub (PCB level) was 
used for interconnecting the existing mouse circuitry and the 
malicious platform – in this case a Raspberry Pi Zero W board.
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Using the Raspberry Pi Zero W, ensured not only a minimal current 
consumption that can be easily supplied by the host PC (being the 
target of attack), but also provides an integrated WiFi functionality 
that can be used for remote control (C&C) and initiating an attack to 
exfiltrate information out-of-band.

In many enterprises, keyboards and numeric 
keyboards are also part of the attack surface. 
Such keypads are very common but are never 
treated as part of the vulnerable computing 
assets. 
 Keyboard attacks for infection purposes or for 
stealing sensitive information such as files and 
key loggings are similarly simple to develop 
and go undetected.
 

When connected to the host PC, the “mouse” is detected as a legal 
and safe USB hub, to which both the mouse and the Raspberry Pi 
Zero W are connected.
A wide collection of Penetration Testing images and utilities are 
available for Raspberry Pi, ranging from keyboard emulators 
(rspiducky), through traffic hijackers (PoisonTap), and backdoor full 
remote access implementations.   
 

Sepio has also discovered similar 
devices that are not based on WiFi 
communications, but instead use 
LoRaWAN (Wide area low power 
wireless network) modules for 
remotely communicating with rogue 
peripheral devices.
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The Sepio 
Solution

The Sepio System's security suite was selected as the detection tool 
for manipulated hardware peripherals. The Sepio Agent provides 
full visibility of USB devices at the interface level, giving not only a 
whitelist functionality, but also the continuous monitoring of the 
actual functionality and behavior of the devices.
On top of the deep visibility layer, a comprehensive policy 
enforcement mechanism recommends on best practice policy and 
allows the administrator to define a strict or more granular set of 
rules for the system to enforce.
 
The Sepio Prime centralized management system presents the 
overall status and security dashboards, and is used for defining and 
distributing the device usage policy across an organization. 
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Deployment
and
Architecture

The Sepio Security Suite is deployed 100% on-premises without any 
external components, or over public or private cloud infrastructure. 
For this specific installation, being used within an air-gapped 
network, the on-premises deployment option was chosen.
 
The small footprint software agent (Sepio Agent) runs on the servers 
and workstations in the air-gapped part of the network. Sepio Agent 
continuously detects and identifies all attached USB peripherals and 
monitors their behavior and internal communications.
Sepio Prime is used in a Docker container environment and 
provides a web user interface for provisioning and policy 
configuration. The system administrator can lock a list of approved 
devices (a white list) based on the existing and recognized devices, or 
on a known list of devices that were witnessed unharmful in other 
installations.
Sepio Agent is completely autonomous and self-contained, and is 
able to block entire peripherals or only functional parts (internal 
interfaces) instantly if they breach the preset policy.
Syslog and SNMP traps are used for logging of status and detection 
events, and are later analyzed using Splunk.
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About
Sepio Systems

Sepio is the leader in the Rogue Device Mitigation (RDM) market,
and disrupting the cyber-security industry by uncovering hidden 
hardware attacks.
 
Sepio Prime provides security teams with full visibility into their 
hardware assets and their behavior in real time. A comprehensive 
policy enforcement module allows administrators to easily define 
granular device usage rules and continuously monitor and protect 
their infrastructure. 
Leveraging a combination of physical fingerprinting technology 
together with device behavior analytics, Sepio’s software-only 
solution offers instant detection and response to any threat or breach 
attempt that coming from a manipulated or infected element.
 
For more information visit https://sepio.systems
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